io PATENT APPLICATION 

: a> 

* VD 

: Ol O = 

= H = 

1 » TRANSMITTAL FOR U.S. PATENT APPLICATION 1 



\ ^ UNDER 37 CFR § 1.53(b) ^ 

in 
; o 



Box Patent Application Attorney's Docket No.: 

ASSISTANT COMMISSIONER 066015.0103 

OF PATENTS 
Washington, D.C. 20231 

Sir: 

Transmitted herewith for filing is the original patent application of: 



For: SYSTEM AND METHOD FOR PROVIDING INTEGRATED VOICE, 

VIDEO AND DATA TO CUSTOMER PREMISES OVER A SINGLE 
NETWORK 

Specification, Claims and Abstract (46 Total Pages) 
16 Sheets of Informal Drawings 
Verified Statement Claiming Small Entity Status 
Acknowledgment Post Card 





FEE CALCULATION 






FEE 




Number 




Number 
Extra 


Rate 


Basic Fee 
$345.00 


iTotal Claims: 


50 


-20 = 


30 


$9 = 


S270.00 


"independent Claims 


2 


-3 = 


0 


$39 = 


S 








TOTAL FILING FEE = 


$615.00 



Enclosed is a check in the amount of $61 5.00. Please charge any additional fees or credit 
any overpayment to Deposit Account No. 02-0384 of BAKER BOTTS LX.P. 



Enclosed are: 



BAKER BOTTS LX.P. 
Attorneys for Applicant 



Date 



Christopher W. Keimerly 
Registration No, 40,675 



DAL01:547967.1 



o 

Attorney's Docket: 066015.0103 

<DC=> 

o 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



In re Application of: 

Date Filed: August 22, 2000 

Title: SYSTEM AND METHOD FOR PROVIDING 

INTEGRATED VOICE, VIDEO AND DATA TO 
CUSTOMER PREMISES OVER A SINGLE 
NETWORK 



Box Patent Application 
Assistant Conunissioner of Patents 
Washington, D.C. 2023 1 

Dear Sir: 

CERTIFICATE OF MAILING BY EXPRESS MAIL 

I hereby certify that the attached Application Transmittal, Patent Application, 
Informal Drawings, Verified Statement Claiming Small Entity Status, this Certificate of 
Mailing, check in the amount of $615.00 and acknowledgment post card are being 
deposited with the United States Postal Service "Express Mail Post Office to Addressee" 
service under 3 7 C.F.R. 1 . 1 0 on this 22nd day of August, 2000, addressed to the Assistant 
Commissioner of Patents, Washington, D.C. 20231. 

Willie Jiles 

Express Mail Receipt 
No. EL501028105US 



DAL01:547961.1 



Applicant or Patentee: Attorney's Docket 066015.0103 

Serial or Patent No. 
Filed or Issued: 

Title: SYSTEM AND METHOD FOR PROVIDING INTEGRATED VOICE, VIDEO AND DATA TO CUSTOMER PREMISES 
OVER A SINGLE NETWORK 



VERIFIED STATEMENT (DECLAJRATION) CLAIMING SMALL ENTTTy STATUS 
(37 CFR 1.9(f) & 1.27(c)) - SMALL BUSINESS CONCERN 

I hereby declare that 1 am an official of the small business concern empowered to act on behalf of the concern identified 

below: 

Name of Sraali Business Concern: SandStream Technologies, Inc. 

Addi-css of Small Business Concern: 3422 Old Capitol Trail, PMB# 239 

Wilmington, DE 19808-6192 

I hereby declare that the above-identified small business concern qualifies as a small business concern as defined in 13 
CFR 121.12, and reproduced m 37 CFR 1 .9(d), for purposes of paymg reduced fees to Hie United States Patent and Trademark 
Office, in that the number of employees of the concern, including those of its afCihates, does not exceed 500 persons. For 
puiposes of this statement, ( 1) the nimiber of employees of the business concern is the average over the previous fiscal year of the 
concern of the persons employed on a full-time, part-time or temporary basis during each of the pay periods of the fiscal year, and 
(2) concerns ai'e affiliates of each other when either, dhectly or iadirectly, one concern controls or has the power to control tlie 
other, or a third party or parties controls or has the power to control both. 

1 hereby declare that riglits under contract or law have been conveyed to and remain with the small business concern 
identified above with regard to the invention, entitled SYSTEM AND METHOD FOR PROVIDING INTEGRATED VOICE, 
VIDEO AND DATA TO CUSTOMER PREMISES OVER A SINGLE NETWORK, described in the specification filed herewith. 

If the rights held by the above-identified small business concern ai-e not exclusive, each individual, concern or 
organi7.atioii having rights in tlie invention is listed below, and no rights to the invention are held by any person, other tlian the 
inventor, who would not qualif}' as an independent inventor under 37 CFR L9(c) if fhat person made tlie mvention, or by any 
concern which would not qualify as a small busmcss concern under 37 CFR 1 ,9(d), or a nonprofit organization under 37 CFR 
L9(e): 

NONE 

I acknowledge the duty to file, in this application or patent, notification of any change in status resulting in loss of 
entitlement to small entity status prior to paying, or at tlie time of paying, the earliest of the issue fee or my maintenance fee due 
after the date on which status as a small entity is no longer appropriate. (37 CFR L2B(b)). 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
mformation and belief are bchcved to be true; and further tliat these statements were made with the knowledge that willful false 
statements and the like so made are punishable by fme or imprisonment, or both, xmder Section 1 001 of Title 18 of the United 
States Code, and that such wUlful false statements may jeopardize the validity of fhe apphcation, any patent issuing thereon, or 
any patent to wliich this verified statement is directed. 

Name of Person Signing: Patrick A. Robbins 

Title of Person if other than owner: Chief Executive Officer 

Address of Person Signing: 1955 Lakeway Drive, Suite 230 

Lewisville, TX 75067 




Date: ^-^^^ -cro 

DAL0l:547965.1 



ATTORNEY'S DOCKET 
066015.0103 



PATENT APPLICATION 



1 



SYSTEM AND METHOD FOR PROVIDING INTEGRATED VOICE, VIDEO 
AND DATA TO CUSTOMER PREMISES OVER A SINGLE NETWORK 



TECHNICAL FIELD OF THE INVENTION 

This invention relates generally to the field of communications and 
networking, and more particularly to a system and method for providing integrated 
voice, video, and data to customer premises over a single network infrastructure. 
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BACKGROUND OF THE INVENTION 

Voice, video, and data services are currently provided to customer premises 
over several different network infrastructures and by several different companies. For 
example, television programming is typically provided to customer premises through 
5 one of many private cable television networks or through satellite transmissions 

received using personal satellite dishes. Voice and other telephony are also 
communicated to customer premises over a separate infrastructure, the Public 
Switched Telephone Network (PSTN). The Internet also includes a separate 
infrastructure of various fiber optic and other data networks, often accessed from the 

10 customer premises through a private cable television network or the PSTN, Each of 

these network infrastructures has its own unique physical architecture, communication 
protocols, and other characteristics which are typically incompatible with the 
architectures, protocols, and characteristics of the other network infrastructures. 

On occasion these infrastructures may share some components in order to 

15 reach the customer premises, but this typically requires layering systems on top of one 

another or requires translation between the various systems in order to provide the 
desired collection of services to the customer premises. For example, data may be 
communicated to the customer premises using a cable television network, in 
conjunction with a cable modem. However, to communicate this data along with 

20 cable television signals, repackaging and translation are required to fit the data into 

the cable television network's frequency space. Another example is the use of the 
PSTN to provide data to the customer premises using digital subscriber line (DSL) 
technology. The inherent incompatibihty of traditional telephone and cable television 
networks with data networks such as the Internet has created many problems for both 

25 users and the service providers, preventing service providers from dehvering 

integrated voice, video, and data to customer premises over a single network 
infrastructure. 
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SUMMARY OF THE INVENTION 

According to the present invention, disadvantages and problems associated 
with previous systems and methods for providing voice, video, and data to customer 
premises have been substantially reduced or eliminated. 

According to one embodiment of the present invention, a method for 
providing integrated voice, video, and data content in an integrated service offering to 
one or more customer premises includes receiving television programming from a 
programming source, receiving data from a data network, and receiving telephone 
communications from a telephone network. The method fiirther includes placing the 
television programming, data, and telephone communications in a common format for 
integrated communication over a single network infrastructure using a common 
communication protocol, hi addition, the method includes communicating the 
integrated television programming, data, and telephone communications in the 
common format over the single network infrastructure using the common 
commimication protocol to one or more customer premises to provide the integrated 
service offering. 

The system and method of the present invention provide a number of 
important technical advantages. Rather than attempting to converge the incompatible 
architectures, protocols, and other characteristics of the various existing voice, video 
and data network infrastructures, the present invention provides a single frilly 
interoperable network that uses a common standard protocol, such as TCP/IP, to 
provide integrated voice, video, and data content to customer premises over a single 
communication hnk. Since all services are provided to the customer premises using a 
single network infrastructure, problems associated with dehvering incompatible 
services to the customer premises are ehminated. The single network infrastructure of 
the present invention also allows for enhanced troubleshooting, fault-tolerance, access 
restriction, and other important benefits. 

Not only does the delivery of voice, video, and data services over a single 
network infrastructure using a common protocol eliminate many technical problems, 
it also provides many opportunities to increase customer satisfaction. For example, 



ATTORNEY'S DOCKET 
066015.0103 



4 



PATENT APPLICATION 



since a number of services are delivered together by a single entity, customers can be 
charged for these services using a single bill. This bill may be provided to the user 
over the network. Furthermore, the use of a common protocol allows devices at the 
customer premises to be integrated and to provide functionahty that is not available 
when these devices are coupled to and receive content from separate networks. For 
example, the customer's television may be used to answer video telephone calls and 
the customer's telephone may be used to change channels on the television. In 
addition, since various voice, video, and data services are provided using the same 
network infrastructure, these services may be combined in numerous ways. For 
example, caller identification information may be displayed over a movie that a 
customer is viewing on a television or a web link may be provided in association with 
a television commercial. A variety of other service combinations are similarly 
enabled. Other important technical advantages are readily apparent to those skilled in 
the art from the following figures, descriptions and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

To provide a more complete understanding of the present invention and 
further features and advantages thereof, reference is now made to the following 
description taken in conjunction with the accompanying drawings, in which: 
5 FIGURE 1 illustrates an exemplary network for providing integrated delivery 

of voice, video, and data services to customer premises; 

FIGURE 2 illustrates an exemplary long-range distribution system within an 
exemplary network infrastructure; 

FIGURE 3 illustrates an exemplary medium-range distribution system within 
10 an exemplary network infrastructure; 

FIGURES 4A and 4B illustrate an exemplary primary metropolitan point-of- 
presence (POP); 

FIGURE 5 illustrates an exemplary site POP coupled to a primary 
metropolitan POP and serving a number of customer premises; 
1 5 FIGURE 6 illustrates an exemplary site POP for providing content to customer 

premises using local loop telephone wiring; and 

FIGURES 7-15 illustrate an exemplary user interface menu and exemplary 
user interface screens associated with integrated voice, video, and data provided to 
customer premises. 
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DETAILED DESCRIPTION OF THE INVENTION 

FIGURE 1 illustrates an exemplary network 10 for providing integrated 
delivery of voice, video, and data services to customer premises 12, Network 10 may 
be coupled to one or more video programming providers 14, one or more telephone 
5 networks such as the Pubhc Switched Telephone Network (PSTN) 16 or other 

appropriate telephone networks, one or more data networks such as the Internet 18, 
one or more media hosting servers 20, and any other appropriate sources of content 
and services that may be provided to customer premises 12 over network 10, 
Network 10 may be managed and controlled using equipment, software, and human 

10 administrators, in any appropriate combination, associated with one or more network 

operations centers (NOCs) 22. 

Video programming providers 14, PSTN 16, Internet 18, media hosting 
servers 20, and other appropriate sources may provide their respective content and 
services using different technologies and protocols. For example, video programming 

15 providers 14 may include broadcast television stations that provide their content to 

users using radio frequency broadcasts and other television stations that typically 
provide their content to cable television companies and satellite broadcasting 
companies using satellite transmissions. The cable television and satellite 
broadcasting companies then provide the content to their subscribers using, 

20 respectively, a coaxial cable television (CATV) network and satellite transmissions 

received by users at personal satellite dishes. 

User telephones are typically coupled to PSTN 16 using twisted-pair copper 
wiring that transmits analog telephone signals between customer premises 12 and a 
telephone central office. Telephone signals may be transmitted between central 

25 offices using many different types of protocols, such as the Asynchronous Transfer 

Mode (ATM) and Synchronous Optical Network (SONET) protocols. Data is 
communicated over Intemet 18 using yet another communication protocol, the 
Transmission Control Protocol/Internet Protocol (TCP/IP). Users may be directly 
coupled to Intemet 18 or they may access Intemet 18 using other existing networks, 
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such as a data connection over PSTN 16 or over a cable television network to an 
Internet Service Provider (ISP). 

The disparate technologies used to provide these services to users results in a 
complex arrangement of wires and equipment at the user premises. The user also 
5 must deal with a number of service providers to obtain the services that the user 

desires. The present invention solves this problem by integrating these services on a 
single network 10 and providing the services to a customer premises 12 over a single 
communication link 24 using a common communication protocol. In a particular 
embodiment, this communication protocol is TCP/IP, however, any other appropriate 

10 communication protocol may be used, such as ATM or Packet Over SONET. 

Therefore, although TCP/IP and the equipment used to implement TCP/IP are 
described below, it should be understood that any other appropriate communication 
protocol and associated equipment may also be used. 

Since many of the services provided using network 10 are not typically 

15 provided from their sources using TCP/IP, selected devices are used to translate the 

services from their original communication format to TCP/IP packets for 
communication over network 10 to customer premises 12. These devices may 
include, but are not Umited to, an encoder 26 that digitizes (if required) and 
encapsulates video signals from video programming providers 14 into TCP/IP packets 

20 and a gateway 28 that digitizes (if required) and encapsulates telephone signals from 

PSTN 16 into TCP/IP packets. Since Internet 18 uses TCP/IP to communicate data, 
network 10 supporting TCP/IP may be directly coupled to Intemet 18 to provide 
customer premises 12 with access to the World Wide Web, e-mail, and other Intemet 
services. Similarly, media hosting servers 20 may provide content, such as video 

25 games, music files, and video on demand (VOD), that is stored digitally and 

commiuiicated over network 10 in the form of TCP/IP packets. Media hosting servers 
20 will typically include "TCP/IP stacks" that provide the necessary hardware and 
software for encapsulating data for transmission as TCP/IP packets. 

After the selected services have been converted, if appropriate, into TCP/IP 

30 packets and communicated to network 10, the services may be delivered in any 
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suitable combination to customer premises 12 according to the particular needs of 
associated users. Since the services are all communicated using a common protocol, 
the services may be combined in numerous ways not possible using conventional 
systems. For example, while a user is viewing a conmiercial that has been broadcast 
5 by a television network, an entity controlUng network 10 may provide, in association 

with the commercial, an Intemet "link" (for example, a link to a Hypertext Markup 
Language (HTML) document accessible using Intemet 18) that a subscriber may 
select to purchase the product. Many other service combinations are possible, some 
of which are described in more detail below. The combination of services may be 

10 controlled from NOC 22 or any other appropriate facility in network 10 (such as a 

point-of-presence (POP), described below). 

Since there are numerous customer premises 12 coupled to network 10, each 
customer premises 12 may be identified by one or more IP addresses to which 
services may be directed using network 10, In a particular embodiment, selected 

15 services are provided to muhiple customer premises 12 using IP multicast, which is 

described in further detail below. For example, a particular television channel, such 
as CNN^^, may be multicast to multiple customer premises 12 that request the 
channel and that have access to the channel. Any other appropriate method of 
commimicating services over network 10, such as IP unicast or IP broadcast, may also 

20 be used. Packets sent to customer premises 12 may be received by one or more 

switches 30 that consohdate and distribute the incoming and outgoing packets to and 
from devices such as a computer 32, a set-top box 34 coupled to a television 36 (set- 
top box 34 receives and processes digital content for display on television 36), an IP 
telephone 38, and a variety of network appliances. Examples of network appliances 

25 may include home alarm systems, personal information devices, home appliances 

with network interfaces, home management systems, and Intemet access devices. 
Altematively, computer 32 and/or IP telephone 38 may be coupled to set-top box 34 
and set-top box 34 may replace or be combined with switch 30, 

As is described in further detail below, switch 30, computer 32, set-top box 

30 34, IP telephone 38, and any other appropriate devices at customer premises 12 may 
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be coupled to network 10 using a technology such as Ethernet. In this case, the IP 
packets may be encapsulated in Ethernet frames and each device may have an 
Ethernet network interface card (NIC) to which the incoming frames are addressed 
(each device may then have one or more IP addresses to which the associated IP 
5 packets are deUvered). As is described below, a Layer 2 (referring to the Data Link 

layer of the OSI reference model) or other suitable switch may be used in network 10 
to direct the Ethemet frames to the correct customer premises 12 and/or to the correct 
devices in a particular customer premises 12. For example, if customer premises 12 is 
an apartment in an apartment complex, the apartment complex may have an Ethemet 

10 switch that directs the incoming packets to the correct apartment. In a particular 

embodiment, network 10 is an end-to-end Ethemet network that uses multiplexed 
Gigabit Ethemet for network segments having large amounts of traffic and uses Fast 
Ethemet (for example, 100Base-T or lOOBase-F) or regular Ethemet (for example, 
lOBase-T or lOBase-F) for segments having lower amounts of traffic. Individual 

15 Gigabit Ethemet network segments may have bandwidth capacities of one gigabit per 

second, two and a half gigabits per second, and ten gigabits per second per individual 
route segment, with the potential to go faster. Technologies such as dense wave 
division multiplexing (DWDM) have the ability to consolidate multiple Gigabit 
Ethemet network segments onto a single pair of optical fibers managed as part of a 

20 transport network. 

FIGURE 2 illustrates an exemplary long-range distribution system 50 of 
network 10. Distribution system 50 includes a national network of NOCs 22 and 
metropolitan POPs (metro POPs) 52 used to provide services to customer premises 
12. Although a long-range network 10 is primarily described, the present invention 

25 applies equally to networks 10 of any size, from international networks to local area 

networks (LANs). The number of NOCs 22 and metro POPs 52 may be adjusted 
according to the size of network 10. NOCs 22 may be coupled to each other and with 
metro POPs 52 using fiber optic connections 54 that are part of network 10. In a 
particular embodiment DWDM is used to multiplex multiple Gigabit Ethemet 

30 channels between NOCs 22 and metro POPs 52. However, any appropriate method of 
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coupling and providing communications between NOCs 22 and metro POPs 52 may 
be used. 

Exemplary distribution system 50 of network 10 includes three NOCs 22. In 
one embodiment, three NOCs 22 are used so that network 10 will have a primary 

5 NOC 22 and a fail-over NOC 22 in operation even if another NOC 22 is taken off-line 

for maintenance or other reasons. The three NOCs 22 provide redundancy for each 
other and may be designed so that if one NOC 22 fails, the remaining two NOCs 22 
can support the operation of network 10. However, network 10 may include a single 
or any other appropriate number of NOCs 22, one or more of which may operate at 

10 any one time. NOCs 22 are used to manage the operation of network 10 and to ensure 

the deUvery of services to customer premises 12. This may include network 
monitoring, network management, network configuration, network security, and any 
other appropriate functions. NOCs 22 may also serve as bilUng centers and technical 
support centers. 

15 NOCs 22 may also be used to generate content for use on network 10. For 

example, content generation performed at one or more NOCs 22 may include some or 
all pre-production, production, and post-production activities involved with the 
production of video services. This may include processes such as encoding video 
from original masters to a format suitable for communication over network 10, editing 

20 of video clips such as trailers, producing training videos and video messages provided 

over network 10, and other suitable video production activities. A NOC 22 may also 
serve as a metro POP 52 for its immediate service area and thus may include some or 
all of the components described below in conjunction with metro POPs 52. 
Therefore, in one embodiment, a NOC 22 can function as a disaster recovery site for 

25 any metro POP 52 in network 10. 

Metro POPs 52 serve as the main distribution points of services to customer 
premises 12. Although a single metro POP 52 (or a NOC 22 providing metro POP 
services) might be used for an entire country, the use of multiple metro POPs 52 
ehminates reliance on a single metro POP 52 and distributes the workload between 

30 multiple facilities. Furthermore, metro POP 52 may be located in the general vicinity 
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of customer premises 12 (for example, in the same city) so that the distance that 
communications between a metro POP 52 and its respective customer premises 12 
must travel is reduced. In addition, the distributed nature of metro POPs 52 illustrated 
in FIGURE 2 also provides advantages in the provision of certain services, such as 
5 telephony services. For example only and not by way of hmitation, each metro POP 

52 may be associated with a city, although large cities may have more than one metro 
POP 52 and small cities may share a single metro POP 52. Telephone signals 
between customer premises 12 in these different cities could be communicated to the 
local metro POP 52 and then communicated to the other city using PSTN 16. 

10 Alternatively, because of the distributed nature of metro POPs 52, network 10 may be 

used to communicate the telephone signals between metro POPs 52. This bypasses 
PSTN 16 so as to eliminate reUance upon PSTN 16 and avoid long distance, toll, and 
tariff charges associated with the use of PSTN 16. 

In one embodiment, metro POPs 52 may be coupled to NOCs 22, other metro 

15 POPs 52, and site POPs (described below) in a fault-tolerant "mesh" network 

architecture to provide numerous communication paths between these entities. 
Therefore, if a particular communication path fails, services may be provided using 
one or more alternate paths. This network architecture allows for automatic fail-over 
using configurable operating software at one or more NOCs 22, metro POPs 52, and 

20 site POPs (described below). When a network path fails, packet routes are re- 

calculated and the affected traffic is transmitted across one or more suitable remaining 
active network paths of network 10. This mode of automated healing ("self-healing") 
may occur at multiple layers within network 10, thus providing several paths for 
traffic to use in moving from source to destination. 

25 The system of automated healing provides heuristic characteristics to network 

10 that allow network 10 to not only identify and manage network failures but also to 
re-route packets based on congestion or over-subscription of available bandwidth. 
When this re-routing occurs, loss of service may be prevented due to the nature of the 
IP protocols employed for the voice, data, and video services being provided. The 

30 heuristic characteristics of network 10 provided by its self-healing capabilities also 
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facilitate its ability to automatically provision and configure extensions to and 
changes within network 10. 

Network 10 may include redundant and hot-swappable devices, and 
components within the network devices may also be redundant and hot swappable. 
5 When a component in a network device fails, automatic fail-over to a redundant or 

other suitable component may occur. In one embodiment, this may be accomplished 
at all network devices at "wire speed," thus producing no noticeable degradation in 
network service or performance. Furthermore, service intervention on a network 
device can be accomplished by replacing failed, hot swappable components without 

10 requiring the device to be powered down. Such redundancy and hot swappability 

provide additional healing capabilities for network 10. 

Throughout the network operations and healing process, appropriate network 
management tools may be employed to automate the configuration, control, status, 
and repair of network 10 and its related devices and components. Network 

15 management tools may be deployed in a scalable fashion such that real-time, non-stop 

performance and fault statistics can be configured, monitored, and collected firom 
each network device. Sample information of this type includes but is not limited to: 
threshold alarms, device configurations, static or dynamic routes and paths, 
application type, and geographic location. Any suitable combination of standards- 

20 based and proprietary protocols may be used to accomplish these tasks. 

Configuration, monitoring, and collection of network data may be accomplished for 
each of the NOCs 22 and POPs 52, as well as for customer premises equipment such 
as IP phones 38, set-top boxes 34, computers 32, and network appliances. Automated 
network monitoring and configuration also provides for application-level performance 

25 monitoring in addition to network protocol statistics. Monitoring and statistics 

management may allow for real-time display of key network attributes as well as 
provide a historical basis for business decision support. 

In one embodiment, network management tools are deployed in a scalable 
fashion such that multiple network devices may be controlled individually or in batch 

30 mode to accomplish network system changes or to react to real time network healing 
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issues. Sample operations of this type include but are not limited to: setting threshold 
alarms, configuring device operating systems, controlling routes and paths, setting 
quaUty of service parameters, and controlling application type and access rights using 
policy configuration. Any suitable combination of standards-based and proprietary 
5 protocols may be used to accomphsh these tasks. Automated network control 

operations defined by parameters may be accomplished with little or no human 
intervention, thus allowing real-time or near real-time reaction to network heaUng 
issues. 

Network management tools may also be used for network and application 

10 repairs. Sample operations of this type include but are not limited to: geographic 

indicator monitoring, physical device indicator monitoring, link repair status 
monitoring, standards-based automated trouble ticketing to external vendors, 
appUcation provisioning, technical services, customer relations management, 
customer service management, and help desk support. Any suitable combination of 

15 standards-based and proprietary protocols may be used to accomplish these tasks. 

Repair status and control may be viewed across all network devices in context to other 
services and managed appropriately using automated processes. 

FIGURE 3 illustrates an exemplary medium-range distribution system 60 of 
network 10. Again, although distribution system 60 is described as a mediixm-range 

20 system, distribution system 60 may be appropriate for distribution areas of any 

suitable size. In a particular embodiment of network 10, there are three categories of 
metro POPs 52. Although three exemplary categories of metro POPs 52 are 
described, it should be understood that any appropriate configuration may be used and 
the metro POPs 52 described may be modified as appropriate for certain applications. 

25 The exemplary categories of metro POPs 52 are primary metro POPs 62, secondary 

metro POPs 64, and telephony access POPs 66 (which may be referred to as access 
shelves or telephony access nodes). Telephony access POPs 66 may include access 
nodes and other telephony gear that is remotely managed by a metro POP 52. The 
access nodes may the same type of equipment as the equipment physically located 

30 within a metro POP 52. Therefore, telephony access POPs 66 are remotely managed 
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components of MPOPs 62 and 64. In one embodiment, the functionality of each 
metro POP 52 is hierarchically inherited from the lowest level and least functional 
metro POP 52, in this case a telephony access POP 66, through a secondary metro 
POP 64, and up to a primary metro POP 62 that is capable of supporting all potential 
5 metro POP functions. 

In a particular embodiment, primary metro POPs 62 and secondary metro 
POPs 64 provide video programming, Internet, telephony, online games, application, 
and other media services to site POPs, described below, for distribution to customer 
premises 12. Primary metro POPs 62 may provide more extensive video 

10 programming, telephony, data, application, and other network services than secondary 

metro POPs 64. These extended services may be provided by a Primary metro POP 
62 as a service to a secondary metro POP 64. For example, a primary metro POP 62 
may include a satellite dish farm used to receive television channel broadcasts from 
satellites, whereas secondary metro POPs 64 coupled to the primary metro POP 62 

15 might only include one or more off-air television antennas for receiving local 

television broadcasts. In this case, the primary metro POP 62 may serve as the source 
for satellite programming (for example, cable channels such as CNNF^ and HBO*^^ 
for a number of customer premises 12, but these customer premises 12 may receive 
local television channels from a local secondary metro POP 64. 

20 Similarly, primary metro POPs 62 may be able to provide more extensive 

telephony services than secondary metro POPs 64, For example, a primary metro 
POP 62 may include a Class 4 and/or 5 telephone circuit switch coupled to PSTN 16 
that interfaces with the IP telephony system to allow customer premises 12 in network 
10 to communicate with users of the domestic and intemational PSTN 16. A 

25 secondary metro POP 64 might only include a telephony access POP 66 that provides 

network 10 with access to telephony services, but that is not directly connected to 
PSTN 16. In this case, telephone communications from customer premises 12 served 
by the secondary metro POP 64 that are directed to users of PSTN 16 are forwarded to 
a primary metro POP 62 for transmission over PSTN 16. 
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One or more telephony access POPs 66 may be coupled to a telephone switch 
in a metro POP 62 or 64. These telephony access POPs 66 may be located external to 
metro POPs 62 or 64 to provide customer premises 12 not coupled to a site POP with 
access to telephone services. Therefore, telephony access POPs 66 provide an 
5 extension of PSTN 16 to customer premises 12. However, unlike PSTN 16, this 

extension is part of network 10 and managed by a NOC 22. In addition to telephony 
access POPs 66, network 10 may also provide Intemet services and television 
programming using access nodes that perform a similar function as telephony access 
POPs 66. For example, telephony and complex media services may be provided by a 

10 primary metro POP 52 and a television access node located remotely from the 

primary metro POP 52 may be used to provide local off-air antenna programming. 
Such use of a television access node (or similar use of an Intemet access node) may 
occur primarily in relatively high density markets. 

It should be noted that although not illustrated in FIGURE 3, one or more 

15 primary metro POPs 62 and secondary metro POPs 64 may be connected to a number 

of NOCs 22 to provide redundant paths for NOC services, as illustrated in FIGURE 2. 
This redundant path can be accomplished either by a direct connection or by an 
indirect connection routed through other metro POPs 52. Furthermore, metro POPs 
62 and 64 may be coupled to metro POPs 62 and 64 in another area. This is an 

20 extension of the mesh architecture strategy extrapolated at its highest level and appUes 

to the deployment of regional, national, and international network extensions to the 
network. As described above, metro POPs 62 and 64 may be interconnected in any 
suitable manner and number to provide redundant paths for voice, video, and data 
communications. As the number of redundant paths increase, the reliability of 

25 network 10 will also increase. The networking technology used to couple metro POPs 

62 and 64 may be similar to the technology used to connect the NOCs 22 (for 
example, IP packets communicated over Gigabit Ethemet channels that are 
multiplexed over fiber optic cables using DWDM). However, in a particular 
embodiment, communications between metro POPs 62 and 64 and telephony access 

30 POPs 66 may rely on either IP (over Ethemet or otherwise) or traditional PSTN 
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communication protocols. If PSTN communication protocols are used, a gateway 
may be used between telephony access POP 66 and the devices at customer premises 
12 served by the telephony access POP 66. This gateway converts between the PSTN 
and IP communication protocols since the content ultimately deHvered to the devices 
5 is preferably in IP packets. Through the use of analog gateways, site POPs, and 

customer premises 12 may be directly connected to telephony access POPs 66 to 
obtain telephony services. This type of connection is typically deployed to provide 
fail-over support for temporary and emergency voice and data telephony services 
should a short-term, long-term, or catastrophic failure of the primary network segment 
10 occur. 

Customer premises 12 are typically not directly connected to metro POPs 62 
and 64 (although they can be). As described above, primary metro POPs 62 and 
secondary metro POPs 64 may each contain equipment designed to serve an entire 
city, and it would be inefficient and expensive to directly coimect each customer 

15 premises 12 to metro POPs 62 and 64. Instead, the content and services provided by 

metro POPs 62 and 64 are communicated to site POPs that are connected to metro 
POPs 62 and 64. Site POPs extend network 10 into residential neighborhoods, 
commercial areas/buildings, and small outlying communities. Therefore, the site 
POPs serve as distribution points for the content and services provided by metro POPs 

20 62 and 64. Site POPs are described in greater detail below with reference to 

FIGURES 5 and 6. 

FIGURES 4A and 4B illustrate an exemplary primary metro POP 62, Primary 
metro POP 62 includes equipment operable to provide the various voice, video, and 
data services described above. Although primary metro POP 62 is described, similar 

25 components may be included in secondary metro POPs 64. In one embodiment, the 

exemplary equipment in metro POP 62 may be categorized into five different sections 
that each provide a different type of service or service(s). In a particular embodiment, 
the sections are coupled using Gigabit Ethernet coimections between various switches 
and/or routers; however, any other appropriate connections may be used. The first 

30 section is a video programming services section 100. Section 100 includes one or 
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more satellite dishes 102 (which may be collectively referred to as a satellite dish 
farm) coupled to one or more integrated receiver and decoders (IRDs) 104 that 
process the satellite transmissions received by satellite dishes 102 for viewing. ERDs 
104 are coupled to a video encoder array 106 that receives video signals that have 
been processed by IRDs 104 and that encodes liie video signals into a digital video 
format and encapsulates the digital video into network packets for unicast, broadcast, 
and/or multicast communication over network 10. For example, video encoder array 
106 may use compression/encoding standards such as the collection of standards 
provided by the Moving Picture Experts Group (MPEG). Section 100 also includes 
one or more television antennas 108 that may be used to receive local television 
broadcast signals. These signals are communicated to one or more tuners 110, which 
then communicate the signals to video encoder array 106 for communication over 
network 10. Television programming may also be received from digital or tape 
storage systems, switched (but not broadcast) linear video or audio sources, or any 
other appropriate sources. 

Once the video signals from IRDs 104 and tuners 110 have been encoded 
using video encoder array 106, the signals are commimicated to a broadcast 
operations switch/router 112 (a "switch/router" may perform Ethernet switching 
and/or IP routing functions) that may communicate the signals directly to a metro 
POP switch/router 116 or to a DWDM multiplexer 114 for communication over 
network 10 to another primary metro POP 62 or a secondary metro POP 64. The 
video signals may be commimicated to another primary metro POP 62 or a secondary 
metro POP 64, for example, if that metro POP 62 or 64 does not provide video 
services to its respective site POPs or if its video programming services section 100 
has failed. For example, a secondary metro POP 64 may include antennas 108, but 
not satellite dishes 102. In this case, satellite programming may be provided to 
secondary metro POP 64 by a primary metro POP 62. Broadcast operations 
switch/router 112 may also communicate the video signals from video encoder array 
106 to metro POP switch/router 116 that then communicates the signals to a DWDM 
multiplexer 118 for communication to a site POP served by primary metro POP 62. 
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The site POP may then communicate the video signals to a customer premises 12, 
where the video signals are decoded for viewing (for example, by computer 32 or set- 
top box 34). 

Since a particular television channel or other video programming service may 
5 need to be deUvered to multiple customer premises 12 simultaneously, broadcast 

operations switch/router 112 may communicate the contents of the channel to 
customer premises 112 using IP multicast (or similar protocols that replicate an 
instance of a data packet and distribute it to all directly connected distribution paths 
which may repeat this process until reaching the customer premises). For example 

10 only, the details of the television distribution model are described using the TCP/IP, 

IPv4 and IPv6 multicast methods. A multicast is a single data stream that is intended 
for particular devices that have joined an appropriate "multicast group." Like an IP 
broadcast, the source device, such as video encoder array 106, generates a single data 
stream that is directed to the broadcast switch/router 112. Unlike a broadcast, 

15 however, a multicast-enabled router forwards a multicast message to a particular 

network segment only when there are members of the multicast group on that network 
segment. When the last member device in a network segment leaves a multicast 
group, the router "prunes" the multicast data stream associated with that group and 
stops forwarding the multicast stream to that segment. Therefore, network segments 

20 with no multicast group members do not have to communicate the multicast traffic. 

Using multicast, bandwidth is saved because only a single message is sent from the 
source device, and this message is only transmitted to devices that are members of the 
particular multicast group. 

In order to send IP multicast packets, the source device specifies a destination 

25 address that represents the multicast group. This destination address may be referred 

to as a multicast group address. To receive multicast packets, an application on a 
device wanting to participate in a multicast group, such as a set-top box 34 at a 
customer premises 12 wanting to join the multicast group that is associated with 
HBO™, requests membership in the multicast group. This membership request is sent 

30 to the router serving the requesting device and, if necessary, the request is sent to 
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intermediate routers in network 10 coupling the requesting device and the metro POP 
62 or 64 providing the multicast stream. 

When a multicast message is sent from a source device, routers in network 10 
deliver the requested incoming multicast packets to each participating device's local 
5 router, such as a router at a site POP. The router, which has mapped the multicast 

group address to its associated hardware address (for example, an Ethernet address), 
builds the message (for example, an Ethemet frame) using the multicast group 
address. The devices belonging to the multicast group monitor this address and 
retrieve the incoming multicast messages. To support IP multicast in a particular 

10 embodiment, the source and destination devices and the network structure between 

the devices, including intermediate routers, are multicast-enabled. The source and 
destination devices have support for IP multicast transmission and reception and have 
hardware and software to communicate requests to join multicast groups and receive 
multicast communications. The devices may also include LP multicast application 

15 software and network interface cards which filter for Ethemet addresses mapped from 

IP multicast addresses. 

Multicast sources and destinations may be organized into logical multicast 
domains. A multicast domain is a collection of multicast sources that deliver satellite- 
collected or antenna-collected programming to a collection of multicast receivers 

20 located at customer premises 12. Multicast domains are used to manage, isolate, and 

restrict traffic from sources connected to network 10. An example of this includes the 
method by which network 10 addresses the problem of preventing the multicast of the 
radio frequency broadcast of a local television affiliate licensed in one geographic 
area from being distributed in another geographic area of a similarly licensed local 

25 television affiliate. To prevent this, the multicast of the Dallas network affiliate for 

ABC (WFAA) may be part of a Dallas local affiliate multicast domain and customer 
premises 12 in Los Angeles may be included in a different multicast domain so that 
they are unable to view WFAA's television programming. Likewise, the Dallas 
domain would be unable to view the multicast of the Los Angeles ABC affiliate 

30 (KABC). 
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While multicast domains are used as a tool for restricting and controlling 
multicast sources and destinations, they can also be used to improve the reliability of 
television programming service in network 10. This may be accomplished through 
the management of multicast domains to allow for the overlap of domains, the 
5 expansion or contraction of domains, the use of altemative transport systems, and the 

routing of multicast streams using inter-domain routing protocols. This concept may 
applied, for example, to off-satelhte programming (although it may also apply to off- 
antenna programming). As an example of how this concept can impact the reliability 
of network 10 to deliver television programming, it can be applied to the problem of 

10 localized rain fade due to precipitation or fog. Most satellite systems are unable to 

receive the satellite signal during these weather events and thus service is interrupted. 
In the event that a metro POP 52 has either a pending weather event or is 
experiencing an active weather event, all multicast receivers dependent upon that 
metro POP 52 for television programming could, during the event, request multicast 

15 programming from a pre-determined altemative domain not affected by the weather 

event so as to receive the same programming without interruption. 

Network 10 may also use inclusion and exclusion lists managed by 
provisioning servers and customer-managed agents to provide or restrict access to 
multicast sources and/or multicast domains. Inclusion and exclusion lists are 

20 distributed and used by the network as part of a permissions system that provides the 

network 10 with mechanisms to solve problems with theft of service, parental control, 
and programming blackouts. 

Still referring to FIGURES 4A and 4B, primary metro POP 62 also includes a 
telephony services section 120. Section 120 includes a Class 5 telephone switch 122 

25 that is coupled to PSTN 16. Switch 122 is coupled to one or more gateways 124 that 

convert signals from PSTN 16 into a format appropriate for communication over 
network 10 and that convert signals from network 10 into a format appropriate for 
conomunication over PSTN 16. For example, gateways 124 may include digital 
gateways that convert Integrated Services Digital Network (ISDN) signals to IP 

30 packets, and vice versa. Gateways 124 are coupled to a voice operations 
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switch/router 126 that transmits telephone signals to and receives telephone signals 
from metro POP switch/router 116. Metro POP switch/router 116 transmits the 
telephone signals to and receives telephone signals from DWDM multiplexer 118, 
which is coupled to one or more site POPs. Voice operations switch/router 126 may 
5 also be coupled to DWDM multiplexer 114 to allow transmission and receipt of 

telephone conmiunications from other metro POPs 62 and 64 and telephony access 
POPs 66. 

Telephony services section 120 may also include an access node 128 coupled 
to switch 122. Access node 128 provides local dialup connectivity to telephone 

10 switch 122 and, using an analog gateway 130 and voice operations switch/router 126, 

to customer premises using the DP telephony services. Access node 128 is coupled to 
voice operations switch/router 126 using analog gateway 130 that converts between 
the analog communication format used by PSTN 16 and the IP protocol used by 
network 10. Access node 128 is also coupled to a local dial-up access node 154, 

1 5 described below. 

Telephony services section 120 may be used to enable telephone 
commiinications between a customer premises 12 on network 10 and a user of PSTN 
16 not associated with a customer premises 12 connected to network 10. In addition 
to traditional telephone calls, such telephone communications may include video 

20 services associated telephone communications, such as video conferences, and any 

other related voice and/or video communications, including simultaneous integrated 
voice, video, and data communications. The user of PSTN 16 may be located in the 
same Local Access Transport Area (LATA) as primary metro POP 62, in which case 
the telephone communications between the user and primary metro POP 62 may be 

25 faciUtated over PSTN 16 by a Local Exchange Carrier (LEC). Altematively, a 

tandem switch 132 may be used to enable communications with users of PSTN 16 in 
other LATAs. In this case, a telephone communication from a customer premises 12 
served by primary metro POP 62 may be communicated from the site POP serving the 
customer premises 12 to metro POP switch/router 116 and then to voice operations 

30 router 126 for communication to PSTN 16 using switch 122 (and a gateway 124 or 
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130). However if the destination of the telephone communication is not in the LATA 
or other local calling area in which primary metro POP 62 is located (for example, 
long distance charges would apply to the call), it may be advantageous not to 
communicate the telephone communication to PSTN 16 using switch 122 in primary 
5 metro POP 62. Instead, network 10 may be used to eliminate or reduce long distance 

telephone charges by communicating the telephone communication to another 
primary metro POP 62 (or any other appropriate type of POP 62, 64, or 66) located in 
the local calling area of the destination. The telephone commxmication may then be 
transmitted to PSTN 16 for commvmication locally to the destination. In this manner, 

10 long distance use of PSTN 16 is avoided. 

IP telephone communications in network 10 are controlled by one or more call 
managers 134. Call manager 134 establishes telephone communications between a 
customer premises 12 on network 10 and one or more other customer premises 12 or 
one or more users of PSTN 16 not associated with customer premises 12. For 

15 telephone communications between customer premises 12, call manager 134 

establishes a call between an IP telephone 38 or other appropriate device at each 
customer premises 12. For telephone communications between a customer premises 
12 and a user of PSTN 16, call manager 134 establishes a call between an IP 
telephone 38 or other device at customer premises 12 and a gateway 124 or 130 

20 though which network 10 is coupled to PSTN 16. These telephones, gateways, or 

other appropriate devices will typically each have an IP address, and call manager 134 
establishes the telephone communication by instructing the devices to communicate 
with each other using their respective IP addresses. If a gateway 124 or 130 is used, 
gateway 124 or 130 may communicate telephone communications from a customer 

25 premises 12 to the appropriate user of PSTN 16 according to a telephone number of 

the user supplied to switch 122. Since the communications between customer 
premises 12 (and possibly one or more gateways 124 or 130) are between a limited 
number of devices, IP unicast may be used to communicate the packets associated 
with the telephone communication between the devices. However, IP multicast may 

30 be used when there are multiple participants, such as in a conference call or video 
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conference. Call manager 134 is also responsible for managing calling features. 
Examples of calling features are caller identification (including caller labeling), call 
waiting, and other telephony class features. Call manager 134 includes the ability to 
create new class features and to combine existing class features to create new services 
5 for the customer. 

In addition to video programming services section 100 and telephony services 
section 120, primary metro POP 62 also includes an Internet services section 140. 
Section 140 includes an Internet hosting switch 142 that provides access to Internet 18 
and to intranets and extranets. Intemet hosting switch 142 is coupled to an Internet 

10 services switch/router 144 that communicates IP packets between Intemet 18 (as well 

as intranets and extranets) and customer premises 12 on network 10. A firewall 146 
may be positioned between hosting switch 142 and Intemet services switch/router 144 
to provide security and to prevent unauthorized access of network 10. Intemet 
services may be extended to complement IP telephony services. For example, push 

15 data services (for example, a stock ticker or weather services), advertisements, and 

instant coupons may be displayed randomly or at scheduled intervals on a Intemet 
web browser that is integrated into a customer's IP telephone. 

Section 140 may also include a virtual private network (VPN) hosting switch 
148 that is coupled to and provides access to a VPN 150. In a particular embodiment, 

20 VPN 150 is a private data network created using the public teleconomunications 

infrastructure that maintains privacy through the use of a tunoneling protocol and other 
security procedures. Unlike Intemet 18, access to VPN 150 may be limited to 
particular users. VPN hosting switch 148 is coupled to Intemet services switch/router 
144 to provides customer premises 12 with access to VPN 150. A firewall 152 may 

25 be positioned between VPN hosting switch 148 and Intemet services switch/router 

144 to provide security and to prevent unauthorized access of network 10. 

Intemet services section 140 may also include a local dial-up access node 154 
that allows customer premises 12 to gain access to Intemet 18 using PSTN 16, Dial- 
up access node 154 may be coupled to access node 128 to allow customer premises 12 

30 to reach an Intemet service provider (ISP) connected to PSTN 16 using a modem 
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(rather than accessing Internet 18 directly through Internet hosting switch 142). The 
ISP provides customer premises 12 a connection to Internet 18 through PSTN 16. 
Dial-up access node 154 may be provided as an alternative Internet connection for 
situations when Internet hosting switch 142 has failed or is otherwise unavailable. 
5 Internet services section 140 may also include an ISP management server 156 that 

provides Intemet management services including, but not limited to. Remote 
Authentication Dial-In User Service (RADIUS), an authentication and accounting 
system used by many ISPs. 

Primary metro POP 62 also includes a media hosting section 160 that includes 

10 a collection of one or more servers or other computer systems providing various 
forms of media to customer premises 12, In one embodiment, these servers may 
include a game server 162 that provides video games to customer premises 12 (for 
example, for a limited period of time or on a pay-per-play basis), a video-on-demand 
(VOD) storage array 164 that provides movies and other video content to customer 

15 premises 12 as video-on-demand, near- video-on-demand, or pay-per-view video, a 

complex media storage array 166, and an MPS storage array 168 that provides MPS 
or, other music files to customer premises 12. Complex media storage array 166 may 
provide on-demand programming that includes streaming video, audio, and/or data. 
This server may add "enhanced television" data to video or audio on demand in same 

20 way that a media markup language server may add enhancement data to multicast 

video and audio channels. Hyperlinks may be inserted in the on-demand program so 
that a user may select a web page associated with the program. On-demand video or 
audio programs may also be hosted in web pages where further links or scripts may be 
received from complex media storage array 166. Data formats supported by the 

25 complex media storage array 166 may include, but are not limited to, Television 

Markup Language™ (TVML), Advanced Television Enhancement Forum (ATVEF), 
MPEG-4 data overlays, Wink™ format, OpenTV™ format, DVB Multimedia Home 
Platform (MHP), and Canal+ MediaHighway. 

Any other appropriate media servers, storage arrays, or other systems may also 

SO be included in section 160 instead of or in addition to those Usted. Systems 162, 164, 
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166, and 168 are coupled to a media hosting switch 170 that is coupled to metro POP 
switch/router 116 so that the various media content may be commvmicated to 
customer premises 12. Hosting switch 170 may also be coupled to DWDM 
multiplexer 114 (for example, using broadcast operations switch/router 112) to 
5 provide the various media content to other primary metro POPs 62 and to secondary 

metro POPs 64 when appropriate. 

Furthermore, primary metro POP 62 includes an application and data services 
section 180 that includes one or more servers or other computer systems for providing 
selected application and data services to customer premises 12 and for managing 

10 network 10. In one embodiment, these systems include a biUing server 182 that 

provides billing services for customer premises 12 (for example, billing for monthly 
service, VOD, or Internet shopping purchases) and a programming server 184 that 
maps all incoming or locally generated content (such as channels of video and audio, 
on-demand content, and multimedia content) to services presented to customers using 

15 the channel guide, menu choices or links. 

Section 180 may also include an HTML server 186 that provides HTML 
documents to customer premises 12 for viewing using a web browser and a media 
markup language server 188 that provides documents formatted for television display 
and linking. Television markups provided by this server, including but are not limited 

20 to Television Markup Language'^^ (TVML), provide screen graphics and navigation 
mechanisms appropriate for televisions with either a remote control or wireless 
keyboard/mouse. Media linking languages provided by media markup language 
server 188 include, but are not limited to, TVML and Advanced Television 
Enhancement Forum (ATVEF), Media linking is one method of creating "enhanced 

25 television" by inserting hyperlinks in a television program, movie, audio program, or 

other program that a user may select to view a web page associated with the program. 
Video or audio programs (such as radio programming) may also be hosted in web 
pages where further links or scripts may be received from media markup language 
server 188 as TVML, ATVEF, or other languages. 
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Section 180 may further include an account management server 190 that 
provides selected management functions associated with customer accounts and a 
network management server 192 that may be used to manage the provision of content 
and services to customer premises 12. Network management server 192 also stores 
5 information to perform network fault management and self-healing. Network 

management server 192 may be coupled to one or more out-of-band management 
devices 194 associated with out-of-band networks. Network management server 192 
allows the use of management networks not included in the in-band protocols of 
Intemet 18. Furthermore, network management server 192 provides management not 

10 just to out-of-band protocols on the same physical infrastructures, but also 
management of different physical networks (for example, serial port connections 
between devices). All of servers 182, 184, 186, 188, 190, and 192 and any other 
appropriate systems, are coupled to an application and data services switch 196 that is 
coupled to metro POP switch/router 1 16 to allow communication between the servers, 

15 customer premises 12, and any other appropriate locations (such as a NOC 22). 

Primary metro POP 62 may also include a service security and authentication 
server 198 that, in coordination with account management server 190 and network 
management server 192, stores and distributes information to other network 
components for the purposes of preventing unauthorized access to services and 

20 preventing unauthorized copying of content. Access to content, in video and audio 

practice, may be referred to as conditional access. Conditional access assures, to a 
reasonable standard, that customers only receive the proper channel package, that 
sports content blackout and reverse blackout agreements are honored for a given 
region, and that undegraded digital copies of video cannot be easily extracted from the 

25 system. 

The information contained in service security server 198 may be used by the 
network to implement conditional access using two cooperative methods: interdiction 
and encryption. Interdiction is a technique where network devices, including but not 
limited to the metro POP and site POP switches/routers 112, 116, 126, 140, 170, 196, 
30 and/or 258, prevent routing of content to specific subscribers or regions based upon 
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one or more access lists, geographic locations, or any other appropriate parameters. 
Interdiction techniques on the switches may include, but are not limited to, port access 
lists, multicast join prevention, multicast join to alternate source, and similar 
techniques appUed to virtual local area networks (VLANs) as well as ports of devices. 
5 Encryption is a technique where video and audio streams are rendered unplayable by 

cryptographic techniques under the control of service security server 198. This 
content can only be rendered playable by cryptographic information distributed by 
service security server 198 to specific customer premises devices including, but not 
limited to, set-top boxes 34 and computers 32. Service security server 198 also 

10 controls access to other services including data and telephone services. 

Although a number of components have been described above as being 
included in primary metro POP 62, it should be understood that some or all primary 
metro POPs 62 in network 10 may not include all of the described components. In 
this case, the content and services provided by any components not included may be 

15 provided by other metro POPs 62, 64, and 66 if they are to be provided to customer 

premises 12. In addition, any other appropriate components not described above may 
be included. Furthermore, although the components described above are illustrated as 
having a specific configuration relative to one another, the components may be 
arranged and coupled in any appropriate manner. For example, router/switches 112, 

20 116, 126, 170, and 196 may be coupled in any appropriate manner to couple primary 

metro POP 62 to other metro POPs 62, 64, and 66, NOCs 22, site POPs, and customer 
premises 12. More or fewer routers and/or switches may be implemented as needed. 

As is described above, secondary metro POPs 64 may have many similar 
components described above in conjunction with the exemplary primary metro POP 

25 62. However, as their name impUes, secondary metro POPs 64 may include fewer 

components than primary metro POPs 62 and thus provide fewer services than 
primary metro POPs 62. A secondary metro POP 64 may be dependent on one or 
more primary metro POPs 62 for the services not incorporated in the secondary metro 
POP 64. For example, secondary metro POPs 64 might not include satelUte dishes 

30 102 and might instead receive satellite programming from a primary metro POP 62 
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for delivery to the site POPs served by the secondary metro POP 64. Furthermore, 
secondary metro POPs 64 might not include a Class 5 telephone switch 122. In this 
case, telephone signals to and from customer premises 12 served by the secondary 
metro POP 64 are conmiunicated to PSTN 16 through a primary metro POP 62. 
5 Similarly, telephony access POPs 66 communicate telephone coromunications to 

PSTN 16 through a primary metro POP 62 (and also possibly a secondary metro POP 
64). 

FIGURE 5 illustrates an exemplary site POP 250 coupled to a primary metro 
POP 62 and serving a number of customer premises 12. It should be understood that 

10 many other site POPs 250 may be coupled to primary metro POP 62 to serve other 

customer premises 12. Site POP 250 is designed to serve customer premises 12 that 
are directly connected to network 10 ("on-net" customer premises 12). One example 
of customer premises 12 that may be "on-net" are multi-family residential 
communities (MFRC), such as apartment complexes and condominiums. Individual 

15 residences may also be on-net. Single family and multi-family residences that are 

connected to network 10 using a third party infrastructure, such as an incumbent or 
competitive local exchange carrier offering xDSL services or altemative last mile 
delivery strategies, are considered "off-net" customers as described below with 
reference to FIGURE 6. On-net customer premises 12 may be coupled to site POP 

20 250 using fiber optic cable 252 that is part of network 10 and that is similar to one or 

more fiber optic cables 254 coupling site POP 250 to primary metro POP 62. The 
capacity of cables 252 and 254 may differ based on the bandwidth required. As 
described above, the data link layer (Layer 2) protocol used for communications 
between primary metro POP 62 and site POP 250 in a particular embodiment is 

25 Gigabit Ethemet (multiplexed using DWDM). In this embodiment, a type of Ethemet 

is used for Layer 2 communications throughout network 10. However, Gigabit 
Ethemet is not always used since the bandwidth provided by Gigabit Ethemet is not 
always needed. For example only and not by way of limitation, conmiunications 
between site POP 250 and customer premises 12 might be also be facilitated using 

30 Fast Ethemet. 
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Site POP 250 includes a DWDM demultiplexer 256 that receives multiplexed 
Gigabit Ethernet channels containing content communicated from primary metro POP 
62 and demultiplexes the streams for communication to a site POP switch/router 258. 
Demultiplexer 256 may also serve as a multiplexer for communications from 
5 customer premises 12 to primary metro POP 62. The streams are conamunicated to 

site POP 250 (for example, by a metro POP switch/router 116) because their intended 
destination is one or more devices at one or more customer premises 12 coupled to 
site POP 250. Based on an IP address associated with each packet, switch/router 258 
communicates each packet to a Layer 2 switch 260 (for example, an Ethemet switch) 

10 at a customer premises 12 where a device having that IP address is located. Switch 

260 then determines an Ethemet address of the device associated with the IP address 
and communicates the appropriate packets to that device. 

As described above, devices to which content may be communicated from 
primary metro POP 62 include computers 32, set-top boxes 34 associated with 

15 televisions 36, IP telephones 38, and any other appropriate devices such as Intemet 

appliances and wireless transceivers for transmission of content to and receipt of 
content from wireless devices. The devices at customer premises 12 may be coupled 
to their respective switch 260 and to each other in any appropriate manner. For 
example only and not by way of limitation, the devices may each be directly 

20 connected to a port of switch 260, they may be coupled to another device that is 

connected to switch 260, they may be coupled to a switch 30 that is connected to 
switch 260, or they may connected to a punchdown block 42 that is connected to 
switch 260. Although each customer premises 12 includes a limited number of 
illustrated devices, it should be understood that each customer premises 12 may have 

25 multiple subscribers (for example, each apartment in an apartment complex) and each 

subscriber may have multiple devices coupled to network 10. 

Layer 2 switches 260 may be located at customer premises 12, site POP 250, 
or any other appropriate location. If a Layer 2 switch 260 is located at customer 
premises 12, then a Layer 3 (IP) switch/router is typically located at site POP 250 to 

30 communicate traffic to the appropriate switch 260. In this situation, the devices at 
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customer premises 12 are coupled to switch 260 using premises wiring, such as 
Category 5, Category 5E, and Category 6 wiring. Alternatively, Layer 2 switches 260 
may be located at site POP 250 and may be incorporated into Layer 3 switch/router 
258. In this case, the Layer 3 switch/router 258 provides copper or optical Fast 
5 Ethernet ports (or other appropriate Layer 2 connections) to which the devices at 

customer premises 12 may be connected. However, the distance between site POP 
250 and customer premises 12 may be too great to use Category 3, Category 5, 
Category 5E, Category 6 or other typical premises wiring to connect the devices to 
switch/router 258. In this case, a point-to-point media converter may be used to 

10 receive a 100-Base-T signal (or any other appropriate signal) from Category 5 wiring 

(or any other appropriate wiring) and convert the signal for communication over a 
fiber optic cable to a second point-to-point media converter located at or near 
customer premises 12. The second point-to-point media converter then reconverts the 
signal for communication over Category 5 wiring (or other appropriate wiring) to the 

15 devices at customer premises 12, This technology approach also applies to higher 

bandwidths such as gigabit or multiple gigabit network speeds. 

In addition to demultiplexer 256 and switch/router 258, site POP 250 may also 
include one or more digital or analog gateways 262 connected to switch 122 of 
primary metro POP 62. Gateways 262 are coupled to switch 122 using telephone 

20 communication Unes, such as ISDN lines or twisted pair copper wire, and provide 

back-up telephony services in the event there is a problem with cable 254 or the 
equipment involved with IP communications between primary metro POP 62 and site 
POP 250. 

Site POP 250 may also include a site POP management server 264 that 
25 provides local management for communication sessions with devices at customer 

premises 12. Site POP management server 264 provides extended communication 
services during normal operation of network 10. In the event of a failure to the 
primary network segment connecting site POP 250 to the rest of network 10, site POP 
management server 264 may coordinate communications between local devices and 
30 an out-of-band management system used to provide access to an out-of-band network. 
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Under normal operating conditions, site POP management server 264 may also collect 
audit information and can be used to provide selected media services. Site POP 
management server 264 may also support temporary video and audio media storage 
for on-demand media applications and may provide local commerce services on an 

5 interim basis when such services are offline at an associated metro POP 52 or NOC 

22. Site POP management server 264 may also monitor the health of site POP 250 
and its connections to customer premises 12 and may communicate any problems 
back to a NOC 22 using network 10 and/or an out-of-band network. Under duress 
operations, site POP management server 264 may also be used to diagnose network 

10 10 problems and coordinate local hardware resources to provide backup services for 

emergency conamunications, such as "e9ir' services. 

Although FIGURE 5 illustrates a site POP 250 serving customer premises 12 
coupled directly to site POP 250 using fiber optic cable, customer premises 12 may 
also be coupled to site POP 250 using any appropriate technique. These techniques 

15 include installations where fiber optic cable is provided to the vicinity of customer 

premises 12 and coaxial or twisted pair cable or other appropriate wiring is used to 
complete the connection to customer premises 12. Other appropriate techniques 
include the use of the existing twisted pair copper wire that typically connects 
customer premises 12 with a central office or other facility associated with PSTN 16. 

20 This wiring may be referred to as the local loop. Such an exemplary embodiment is 

described below. 

FIGURE 6 illustrates an exemplary site POP 250 for providing content to 
customer premises 12 using local loop telephone wiring 272, These customer 
premises 12 are off-net since they are not directly connected to network 10, and 

25 instead use local loop wuing 272 to receive content fi-om site POP 250. Site POP 250 

may be located in a telephone company central office (for example, in a co-location 
cage) or an any other appropriate telecommunications facility, such as a digital loop 
carrier (DLC) located between a central office and customer premises 12. Site POP 
250 may include the same type of equipment described above, such as a 

30 demultiplexer/multiplexer 256, switch/router 258, gateway 262, and session 
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management server 264. In this embodiment, site POP 250 also includes an 
additional component, a modem 274, that provides symmetrical or asymmetrical 
communications in combination with a modem 276 at customer premises 12. 
Modems 274 and 276 provide the appropriate conversion for communicating content 
5 between site POP 250 and customer premises 12 using local loop wiring 272. When 

content is communicated to customer premises from site POP 250, modem 276 may 
serve as a switch to communicate content received from site POP 250 to the correct 
devices at customer premises 12. 

Although content may be provided to customer premises 12 using asymmetric 

10 communication techniques, symmetric communication techniques allow more on-net 

services to be deployed on the off-net infrastructure than asymmetric techniques. One 
symmetric communication technology that may be used is Quadrature Amplitude 
Modulation over Unshielded Twisted Pair (QAM/UTP) wiring. Although this 
technology is not the same as Ethernet, it is compliant with the Ethernet standard and 

15 thus it can interface with Ethernet without protocol conversions. It should be 

understood that although QAM/UTP is described, any other appropriate method of 
transmitting content from site POP 250 to customer premises, such as digital 
subscriber line (DSL) technology or cable modem technology, may also be used. 

In siunmary, network 10 includes a distributed arrangement of primary metro 

20 POPs 62 and secondary metro POPs 64 that are controlled by one or more NOCs 22 

and that provide content and services to customer premises 12. As described above, 
the content and services may be provided to customer premises 12 from metro POPs 
62 and 64 using one or more site POPs 250 coupled to each metro POP 62 and 64. 
Telephony services may also be provided to customer premises 12 using telephony 

25 access POPs 66. Through the use of these components of network 10 and the 

connections coupling these components, network 10 may be used to provide a 
combination of voice, video, and data content and services to customer premises 12 
using a single communications link coupled to customer premises 12 and a common 
network protocol, such as TCP/IP. As described above, the abiUty to provide this 
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combination of content and services, using a single network inifrastructure, provides 
many advantages. 

FIGURES 7-15 illustrate a user interface menu 300 and exemplary user 
interface screens associated v^ith the integrated voice, video, and data content 
5 provided to customer premises 12 using the components of network 10 described 

above. In a particular embodiment, user interface menu 300 and the exemplary 
screens are generated by set-top box 34 using selected combinations of the voice, 
video, and data information received at customer premises 12. All services may be 
delivered to the set-top box using Ethernet and other appropriate packet technology. 
10 Although selected exemplary screens are illustrated, those skilled in the art will 

readily appreciate that numerous other screens and associated features may be offered 
using appropriate combinations of the voice, video, and data information provided 
over network 10. 

FIGURE 7 illustrates exemplary screens associated with a new features option 
15 302 of menu 300. For example, screen 304 identifies a new movie that may be 

provided over network 10. A user at customer premises 12 may select the movie for 
viewing (for example, to be provided using VOD storage array 164) using a screen 
306 or may receive more information about the movie from Internet 18 on a screen 
308. Furthermore, a user may view a list of movies that are currently playing at 
20 theatres and may receive information about where a selected movie is playing locally 

using a screen 310. Data identifying the local theatres that are showing a selected 
movie may be stored on a data server at a metro POP 62 or 64 (or any other 
appropriate facility) and may be deUvered to customer premises 12 based on location 
information associated with customer premises 12 that is stored in a database at the 
25 metro POP 62 or 64. Other new features, such as new music, may also be presented 

to the user through option 302. FIGURE 8 illustrates exemplary screens associated 
with a video on demand option 3 12 of menu 300. The screens provided in association 
with option 312 are similar to those associated with new features option 302, except 
that a larger collection of movies may be provided (not just new releases). 
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FIGURE 9 illustrates exemplary screens associated with a television option 
320 of menu 300. A user at a customer premises 12 may be provided with a screen 
322 that includes a television guide, as is typical of many cable and satellite television 
systems. However, a user may also obtain information about a channel or a particular 

5 television show from Intemet 18 or other appropriate sources by selecting a link that 

provides information such as shown in screen 324. Furthermore, a user may be 
provided real-time (or near real-time) data about selected programming, such as 
sporting events. For example, a user may be provided a screen 326 that allows the 
user to check the score and other statistics associated with a sporting event. 

10 FIGURE 10 illustrates exemplary screens associated with a shopping option 

330 of menu 300. Various businesses may have a partnership with the entity 
controlling network 10 and may provide goods and services that are advertised and 
sold through shopping option 330. Shopping content may be hosted on one or more 
of the servers located at MPOPs 52 depending on the types of media involved. HTML 

15 server 186 and media markup language server 188 may host simple data-only 

shopping content. Media markup language server 188 may host shopping content that 
is associated with a multicast video or audio channel. Complex media storage array 
166, MP3 storage array 168, and VOD storage array 164 may host shopping pages 
associated with on demand audio or video. Account management server 190 and 

20 service security server 192 may also be involved in transactions managed within the 

network billing environment. Any other appropriate components of network 10 may 
also provide shopping services. 

A user at customer premises 12 may obtain detailed information about the 
goods and services available over network 10 using various screens 332, The user 

25 may purchase the goods or services over network 10 and be billed through the user's 

account associated with network 10. A user may also purchase an advertised good or 
service using Intemet 18, as illustrated in screen 334. A user may be provided a 
screen 336 with a menu of possible shopping options and may also be provided a 
screen 338 of selected shopping options in the user's local area. For example, based 

30 on information about the location of a customer premises 12 accessible from network 
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10, a user at customer premises 12 may be provided with a list of local restaurants and 
be able to order food for delivery from those restaurants. The user may then be billed 
for the food through the user's account associated with network 10. 

FIGURE 1 1 illustrates exemplary screens associated with a music option 340 
5 of menu 300. After selecting option 340, a user may be provided with a menu screen 

342 that provides the user with access to music selections from various artists. The 
user may select music videos to view for an artist, such as illustrated by screen 344, or 
may select songs of the artist to listen to using screen 346, Using a screen 348, the 
user may even create a mix of songs to be played or downloaded as files to the user. 

10 For example, MP3 files may be downloaded from MP3 storage array 168. A user 

may also be provided an opportunity to purchase CDs and other merchandise 
associated with an artist, such as illustrated by screen 350. 

FIGURE 12 illustrates exemplary screens associated with an Internet option 
356 of menu 300. Internet option 356 may be used to access web pages received from 

15 Internet 18, as illustrated by screen 358. Web content may be viewed using a typical 

Internet browser, or may be viewed through a similar interface provided by set-top 
box 34. In addition to Internet content, a user may also receive HTML or other 
similar pages from HTML server 186. 

FIGURE 13 illustrates exemplary screens associated with a call option 360 of 

20 menu 300. Call option 360 provides a user with many different options for initiating 

communications. These options may include telephone communications, video 
conferences (which may or not be associated with the telephone communications), e- 
mail, video postcards, and chat rooms, among others. For example, screen 362 
illustrates an e-mail interface for sending e-mail to other customer premises 12 or to 

25 users of Internet 18. Screen 364 illustrates a video post card interface for sending 

video messages to other customer premises 12 or to users of Intemet 18. Screen 366 
illustrates a speaker phone interface for placing a telephone call (for example, to 
another customer premises 12 or to a user of PSTN 16) and for selecting an optional 
video call screen 368, fax screen 370 and/or chat screen 372. 
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FIGURE 14 illustrates exemplary screens associated with a messages option 
380 of menu 300. Messages option 380 provides a user with many different options 
for receiving communications. This may include a master screen 382 that provides 
the user with a list of various communications that have been received, such as voice 
mail, e-mail, video-mail (such as video postcards), and fax messages. Messages 
option 380 may also provide a screen 384 that allows the user to set certain 
communication preferences. For example, a user may select a caller identification 
option that allows a user to specify to which devices caller identification information 
is communicated and the content with which the caller identification information may 
be combined. For example, the user may indicate that caller identification 
information should be displayed on a computer 32, a television 36, and an IP 
telephone 38, and that incoming caller identification information should be displayed 
in combination with a television show or a movie being viewed on television 36 or in 
combination with radio programming. The user may also be provided with a calendar 
screen 386. 

FIGURE 15 illustrates exemplary screens associated with an account option 
390 of menu 300. Account option 390 allows a user to customize the content that the 
user receives and view bills associated with this content. For example, screens 392 
may deliver an itemization of charges the user has accrued for various goods and 
services. In addition to billing information for video progranaming, VOD, and 
Internet access, the user may also view and settle billing information associated with 
the purchase of goods and services using shopping option 330 and other appropriate 
charges. Since numerous types of content and services are provided over network 10, 
charges for all of the content and services may be combined at one location so that the 
user does not have to deal with multiple bills from multiple entities. 

Although the present invention has been described with several embodiments, 
numerous changes, substitutions, variations, alterations, and modifications may be 
suggested to one skilled in the art, and it is intended that the invention encompass all 
such changes, substitutions, variations, alterations, and modifications as fall within the 
spirit and scope of the appended claims. 
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WHAT IS CLAIMED IS : 

1. A method for providing integrated voice, video, and data content in an 
integrated service offering to one or more customer premises, comprising: 

receiving television programming from a programming source; 
receiving data from a data network; 

receiving telephone communications from a telephone network; 

placing the television programming, data, and telephone communications in a 
common format for integrated communication over a single network infrastructure 
using a common communication protocol; and 

communicating the integrated television programming, data, and telephone 
communications in the common format over the single network infrastructure using 
the common communication protocol to one or more customer premises to provide 
the integrated service offering. 

2. The method of Claim 1, fiirther comprising communicating data from a 
customer premises to the data network in the common format over the single network 
infrastructure using the common communication protocol. 

3. The method of Claim 1, further comprising communicating telephone 
communications from a customer premises to the telephone network in the common 
format over the common network infrastructure using the common communication 
protocol, 

4. The method of Claim 1, wherein the programming source comprises 
one or more satellite or terrestrial antennas transmitting the content of one or more 
television channels. 

5. The method of Claim 1, wherein the programming source comprises 
one or more digital or tape storage systems transmitting audio or video content. 
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6. The method of Claim 1, where the programming source comprises one 
or more non-broadcast, switched linear video or audio sources. 

7. The method of Claim 1, wherein the data network comprises the 
5 hitemet. 

8. The method of Claim 1, wherein the data network comprises an 
intranet or an extranet. 

10 9. The method of Claim 1, wherein the telephone network comprises the 

Public Switched Telephone Network. 

10. The method of Claim 1, wherein the communications protocol 
comprises a packet-based communications protocol. 

15 

11. The method of Claim 1, wherein the communications protocol 
comprises Intemet Protocol (IP). 

12. The method of Claim 11, wherein communicating the television 
20 programming to the customer premises comprises IP multicasting the television 

programming to multiple customer premises. 



13. The method of Claim 1, wherein the single network infrastructure 
comprises an Ethernet network, 

25 
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14. The method of Claim 1, further comprising: 

providing additional content selected from the group consisting of video-on- 
demand, pay-per-view video, near-video-on-demand, audio channels, audio-on- 
demand, interactive games, video including media markup and hnking, and audio 
5 including media markup and hnking; and 

communicating the selected content in the common format over the single 
network infrastructure to one or more customer premises using the common 
communications protocol. 

10 15. The method of Claim 1, further comprising displaying a web page at 

the customer premises that includes content selected from the group consisting of 
television programming, video-on-demand, pay-per-view video, near-video-on- 
demand, audio channels, audio-on-demand, and telephone messaging and 
configuration information. 



15 
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16. The method of Claim 1 , wherein: 

the data comprises media markup and linking information; and 
the method further comprises displaying the media markup and linking 
information in combination with the television programming at the customer 
5 premises. 

1 7 . The method of Claim 1 , wherein: 

the data comprises media markup and Unking information; and 
the method further comprises displaying the media markup and linking 
10 information in combination with the radio programming at the customer premises. 

18. The method of Claim 16, wherein the media markup and linking 
information comprises a Unk to content selected from the group consisting of 
television programming, video-on-demand, pay-per-view video, near-video-on- 

1 5 demand, audio channels, audio-on-demand, and interactive gaming. 

19. The method of Claim 1 , wherein: 

the data comprises media markup and linking information; and 
the method further comprises displaying the media markup and linking 
20 information at the customer premises in combination with content selected from the 

group consisting of video-on-demand, pay-per-view video, near-video-on-demand, 

audio channels, audio-on-demand, and interactive gaming. 

20. The method of Claim 19, wherein the media markup and linking 
25 information comprises a link to content selected from the group consisting of 

television programming, video-on-demand, pay-per-view video, near-video-on- 
demand, audio channels, audio-on-demand, and interactive gaming. 
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2 1 . The method of Claim 1 , wherein: 

the telephone communications comprise caller identification information; and 
the method further comprises displaying the caller identification and labeling 

information in combination with the television programming at the customer 

premises. 

22. The method of Claim 1 , wherein: 

the telephone communications comprise caller identification information; and 
the method further comprises displaying the caller identification and labeling 
information in combination with the radio programming at the customer premises. 

23. The method of Claim 1, further comprising assigning customer 
premises to multicast domains to support conditional access of the customer premises 
to selected television programming. 

24. The method of Claim 1, further comprising encrypting the integrated 
television programming, data, and telephone communications for decryption by 
selected customer premises. 

25. The method of Claim 1, further comprising conditioning access to the 
integrated television programming, data, and telephone communications based on a 
list of approved customer premises devices. 

26. The method of Claim 1, further comprising conditioning access to the 
integrated television programming, data, and telephone communications based on the 
geographic location of a customer premises device. 
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27. A system for providing integrated voice, video, and data content in an 
integrated service offering to one or more customer premises, comprising: 
a receiver operable to receive television programming; 

a video encoder operable to convert the television programming into a 
5 common format for communication over a single network infrastructure using a 

common conununication protocol; 

a telecommunication switch coupled to a telephone network and operable to 
receive telephone commxmications from the telephone network; 

a gateway operable to convert the telephone commxmications into the common 
10 format for communication over the single network infrastructure using the common 

communication protocol; and 

a router coupled to the video encoder, to the gateway, and to a data network 
that communicates data in the common format using the common communication 
protocol, the router operable to: 
15 receive the converted television programming, the converted telephone 

communications, and the data from the data network, all in the common format; and 

communicate the converted television programming, the converted 
telephone communications, and the data in the common format over the single 
network infrastructure using the common communication protocol to one or more 
20 customer premises to provide the integrated service offering. 

28. The system of Claim 27, ftirther comprising a customer premises 
operable to receive and communicate data over the single network infrastructure using 
the common commxmication protocol. 

25 

29. The system of Claim 27, wherein the receiver is operable to receive 
television programming from a satellite dish. 

30. The system of Claim 27, wherein the receiver is operable to receive 
30 television programming from an anteima. 
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31. The system of Claim 27, wherein the receiver is operable to receive 
television programming from one or more non-broadcast, switched Unear video or 
audio sources. 

5 

32. The system of Claim 27, wherein the receiver is operable to receive 
television programming from one or more digital or tape storage systems transmitting 
audio or video content. 

10 33. The system of Claim 27, wherein the data network comprises the 

Internet. 

34. The system of Claim 27, wherein the data network comprises an 
intranet or an extranet. 

15 

35. The system of Claim 27, wherein the telephone network comprises the 
Public Switched Telephone Network. 

36. The system of Claim 27, wherein the communications protocol 
20 comprises a packet-based communications protocol. 

37. The system of Claim 27, wherein the conmiunications protocol 
comprises Intemet Protocol (IP). 

25 38. The system of Claim 37, wherein conraumicating the television 

programming to the customer premises comprises multicasting the television 
programming to multiple customer premises, 

39. The system of Claim 27, wherein the single network infrastructure 
30 comprises an Ethemet network. 
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40. The system of Claim 27, further comprising one or more servers 
operable to communicate additional content in the common format over the single 
network infrastructure to one or more customer premises using the common 
5 communications protocol, the additional content selected from the group consisting of 

video-on-demand, pay-per-view video, near- video-on-demand, audio channels, audio- 
on-demand, interactive games, video including media markup and linking, and audio 
including media markup and linking. 

10 41. The system of Claim 27, further comprising one or more servers 

operable to communicate a web page to the customer premises that includes content 
selected from the group consisting of television programming, video-on-demand, pay- 
per-view video, near-video-on-demand, audio channels, audio-on-demand, and 
telephone configuration information. 

15 

42. The system of Claim 27, fiirther comprising one or more servers 
operable to communicate media markup and linking information in combination with 
the television programming to the customer premises. 

20 43. The system of Claim 42, wherein the media markup and linking 

information comprises a hnk to content selected from the group consisting of 
television programming, video-on-demand, pay-per-view video, near-video-on- 
demand, audio channels, audio-on-demand, and interactive gaming. 

25 44. The system of Claim 27, ftirther comprising one or more servers 

operable to communicate media markup and linking information to the customer 
premises in combination with content selected from the group consisting of video-on- 
demand, pay-per-view video, near-video-on-demand, audio channels, audio-on- 
demand, and interactive gaming. 



30 
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45. The system of Claim 44, wherein the media markup and linking 
information comprises a link to content selected from the group consisting of 
television programming, video-on-demand, pay-per-view video, near-video-on- 
demand, audio channels, audio-on-demand, and interactive gaming. 

5 

46. The system of Claim 27, wherein: 

the telephone communications comprise caller identification information; and 
the system farther comprises displaying the caller identification information in 
combination with the television programming at the customer premises. 

10 

47. The system of Claim 27, wherein the router is further operable to 
assign customer premises to multicast domains to condition access of the customer 
premises to selected television programming, 

15 48. The system of Claim 27, further comprising encryption software 

operable to encrypt the integrated television programming, data, and telephone 
communications for decryption by selected customer premises, 

49. The system of Claim 27, wherein the router is further operable to 
20 condition access to the integrated television programming, data, and telephone 

communications based on a list of approved customer premises devices. 

50. The system of Claim 27, wherein the router is fiirther operable to 
condition access to the integrated television programming, data, and telephone 

25 communications based on the geographic location of a customer premises device. 
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46 

SYSTEM AND METHOD FOR PROVIDING D^TEGRATED VOICE, VIDEO 
AND DATA TO CUSTOMER PREMISES OVER A SINGLE NETWORK 

ABSTRACT OF THE DISCLOSURE 

A method for providing integrated voice, video, and data content in an 
integrated service offering to one or more customer premises includes receiving 
television programming from a programming source, receiving data from a data 
5 network, and receiving telephone commimications from a telephone network. The 

method fiirther includes placing the television programming, data, and telephone 
communications in a common format for integrated communication over a single 
network infrastructure using a common communication protocol. In addition, the 
method includes communicating the integrated television programming, data, and 
10 telephone communications in the common format over the single network 

infrastructure using the common communication protocol to one or more customer 
premises to provide the integrated service offering. 
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